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The Order of Precedence

Award
&

Special Conditions
Program & Agency

Guidelines
Central Agency Guidelines

Regulations

Executive Orders, Presidential 
Directives, and President’s 

Management Agenda
Laws*

Authorizing, Appropriation, & General

2 CFR Part 200 & 
Agency Codifications

Homeland 
Security Act 
RESTORE, et al.

Federal Grant & 
Cooperative Agreement 
Act
Federal Managers 
Financial Integrity Act
Data Act
Federal Funding 
Accountability and 
Transparency Act (FFATA)
Grants Oversight and 
New Efficiency (GONE) 
Act
Single Audit Act, et al.

*Local laws, regulations, and guidelines prevail if more 
restrictive

OMB Circular
A-123

GAO Internal Control 
Standards
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EO 13520
Presidential 
Memorandum 2/28/11
OMB Memorandum M-
13-17 

Presenter
Presentation Notes
Here we see the Order of Precedence of governance impacting federal financial assistance.

I will focus on the new internal control requirements imposed on grantees by virtue of the UG; and

Forthcoming requirements related to formal project management, and establishing a framework that will help ensure compliance with the new control requirements and improved performance outcomes demanded by the UG.
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The Uniform Guidance – 2CFR§200

 Consolidated legacy guidance and introduced new 
requirements
 Consolidated Governance:
 OMB Circulars A–21, A–87,  A–110, and A–122
 Circulars A–89, A–102, and A–133*, and
 The guidance in Circular A–50 on Single Audit Act follow-up
* Except for the Compliance Supplement
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UG consolidated parts or all of 8 legacy OMB Circulars:
A–21 Cost Principles for Educational Institutions
A–87 Cost Principles for State, Local, and Indian Tribal Governments
A–110 Uniform Administrative Requirements for Grants and Agreements With Institutions of Higher Education, Hospitals, and Other Non-Profit Organizations
A–122 Cost Principles for Non-Profit Organizations
A–89 Federal Domestic Assistance Program Information
A–102 Grants and Cooperative Agreements with State and Local Governments (Guidelines for implementing common rule requiring standard terms and conditions for state and local governments)
A–133 Audits of States, Local Governments, and Non-Profit Organizations
A–50 Audit Follow Up
Through codification, the legal gravity of this guidance was elevated to a formal regulation. Thus these are no longer just guidance, they are part of US administrative law and must be followed, lest a recipient be suspended or terminated for non-compliance.
The UG delivers on President Obama’s second term management agenda and his first term directives under Executive Order 13520, the February 28, 2011 Presidential Memorandum, and the objectives laid out in OMB Memorandum M-13-17 to better target financial risks and better direct resources to achieve evidence-based outcomes.  When we teach the Order of Precedence we often say that Presidential directives and agendas carry the weight of law.  In this case we see direct evidence of that in so far as OMB’s guidance is now formal regulation, and several laws that we will talk about today, began as items in the president’s agenda, such as the DATA Act.
By virtue of the UG and new laws impacting grants management, there are new requirements related to internal controls, increased focus on performance management and outcomes, and transparency in reporting, both financial and program performance
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Internal Controls - Requirement

 2CFR§200.303 Internal controls. The non-Federal entity 
must:
 “Establish and maintain effective internal control over the 

Federal award that provides reasonable assurance that the non-
Federal entity is managing the Federal award in compliance with 
Federal statutes, regulations, and the terms and conditions of 
the Federal award. 

 These internal controls should be in compliance with guidance in 
‘Standards for Internal Control in the Federal Government’ 
issued by the Comptroller General of the United States or the 
‘Internal Control Integrated Framework’, issued by the 
Committee of Sponsoring Organizations of the Treadway 
Commission (COSO)”.

4

Presenter
Presentation Notes
Two key words, “must” and “should”

OMB allowed flexibility by providing two suggested sources of standards: GAO standards  which were designed for governmental entities, and COSO standards designed for publicly traded companies. In practical reality, their principles are almost identical.

The choice of words also allowed for organizations that may have adopted their own internal control standards.

This still leaves many recipients that fit neither category, such as not for profits, and educational institutions.

The use of the word “should” has also left many organizations thinking implementation of this requirement is optional.

We will explain why the requirement is definitely not optional in a moment.

First lets look at the definition of “Internal Controls”.
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 2CFR§200.61  Internal controls means: 
 “A process, implemented by a non-Federal entity, designed 

to provide reasonable assurance regarding the 
achievement of objectives in the following categories:
 Effectiveness and efficiency of operations
 Reliability of reporting for internal and external use
 Compliance with applicable laws and regulations.”

5

Internal Controls Defined in the UG

Presenter
Presentation Notes
This is the definition of internal controls under the Uniform Guidance.
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Definition Continued…

 2CFR§200.62 Internal control over compliance 
requirements for Federal awards:
 “A process implemented by a non-Federal entity designed to provide 

reasonable assurance regarding the achievement of the following objectives for 
Federal awards:
 Transactions are properly recorded and accounted for, in order to:

 Permit the preparation of reliable financial statements and Federal reports;
 Maintain accountability over assets; and
 Demonstrate compliance with Federal statutes, regulations, and the terms and 

conditions of the Federal award;
 Transactions are executed in compliance with:

 Federal statutes, regulations, and the terms and conditions of the Federal award 
that could have a direct and material effect on a Federal program; and

 Any other Federal statutes and regulations that are identified in the Compliance 
Supplement; and

 Funds, property, and other assets are safeguarded against loss from 
unauthorized use or disposition.”
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The definition continues with a detailed expansion related to compliance…
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GAO Internal Control Standards

 Definition of “Internal Control”:
 OV1.01 Internal control is a process effected by an entity’s 

oversight body, management, and other personnel that 

provides reasonable assurance that the objectives of an 

entity will be achieved (see fig. 2). These objectives and 

related risks can be broadly classified into one or more of 

the following three categories:

 Operations - Effectiveness and efficiency of operations

 Reporting - Reliability of reporting for internal and external use 

 Compliance - Compliance with applicable laws and regulations

Source: GAO

Source: COSO
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Sound familiar? The Standards cited in the UG, the GAO standards and COSO are virtually the same. In fact the GAO standards contain a statement that their standards may be adopted by state and local governments or non profits.

The GAO standards are also referred to as the “Green Book.”
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How do Grantees Implement?

 The Uniform Guidance does not provide implementing 
guidance

 Recipients may look to
the Federal implementing 
guidelines in OMB A-123 
Management’s Responsibility 
for Internal Control

 GAO Internal Control Management and                                 
Evaluation Tool, GAO-01-1008G

8

Presenter
Presentation Notes
Federal managers are required by the Federal Managers Financial Integrity Act to implement controls that comply with the GAO standards. The implementing guidelines are containing in OMB A-123.

Additional guidance can be found in GAO’s Internal Control management and Evaluation Tool, GA)-01-1008G

Per A-123: Management is responsible for the establishment of a governance structure to effectively implement, direct and oversee implementation of the Circular and all the provisions of a robust process of risk management and internal control.
Agencies should develop a maturity model approach to the adoption of an ERM framework. For FY 2016, Agencies are encouraged to develop an approach to implement ERM. For FY 2017 and thereafter Agencies must continuously build risk identification
capabilities into the framework to identify new or emerging risks, and/or changes in existing risks 
Management must evaluate the effectiveness of internal controls annually using GAO’s Standards for Internal Control in the Federal Government. (The Green Book)
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Must? Should?

 What will grant auditors likely expect?
 Does the grantee organization have its own internal control 

standards and implementing guidance?
 If not, auditors will look to the GAO or COSO Internal 

Control Standards and OMB’s guidelines as benchmarks.
 As a practical matter, grantee organizations must comply 

with these standards, or risk being found deficient.
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If a grantee organization does not have its own internal control standards and implementing guidance, auditors conducting audits in compliance with Generally Accepted Government Auditing Standards (GAGAS – Yellow Book) will look to GAO’s Internal Control Standards -“Green Book”, and OMB’s guidelines in Circular A-123 as benchmarks against which to judge the efficacy of grantee systems of internal control.

As a practical matter, grantee organizations must comply with these standards, lest they risk being found deficient.

Keep in mind that auditors previously tested controls to determine nature, timing & extent of   their substantive testing. Now they will have to do sufficient work to determine if grantees meet the internal control standards required by the UG.  The AICPA has already proclaimed that “should” = “must”. Shortly after the UG release I learned of one organization whose auditors had already announced they would be increasing their audit work.

OMB is currently under revision and may have already been reissued at the time of this webinar.  At last draft, it contained a provision stating that, ‘any federally funded program that requires an effective system of internal controls, must comply with the GAO standards, and guidelines in this circular’.

The draft revision also includes a requirement for organizations to implement Enterprise Risk Management  (ERM) programs integrated with their internal control programs to guard against and mitigate external threats and internal weaknesses.
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Tips for Implementers

 Hallmarks of an Effective Control System

 Governance, including well-defined enterprise 
business architecture–don’t forget program cycles!

 Internal control system integrated with Enterprise Risk 
Management (ERM)

Well-defined entity level controls
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Governance
A senior assessment team with a charter
A policy statement describing the organization’s internal control program and responsibilities
Desk procedures
Standards and criteria for process narratives, flowcharts, evidential material, and document hierarchy
An assertion by the head of the organization that controls are in place and working, and if not, a description of corrective actions in progress and their materiality to the program.
Integrated internal control system and ERM:
Internal weaknesses and external threats have mitigation plans that follow the same rigorous planning and implementation and monitoring process as corrective actions identified in internal control testing.
When risk managers evaluate an entity’s risk, they should coordinate with financial managers who evaluate risk at the financial statement level, as program threats and weaknesses may pose a risk not evident by simply looking at the source of the highest dollar transactions.
Risk mitigations should be combined with control corrective actions to formulate one integrated management action plan, the implementation of which should be overseen at the highest executive level in the organization.
A well defined enterprise business architecture? (P2P, A2R, B2E, R2R, H2R, O2C, etc.) – including program cycles!
Entity level controls
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Integrated ERM & Internal Control

•External•External

•Internal•Internal
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Business Processes

Major Transaction 
Classes

Financial Statement Risk Assessment

Key Controls

ERM

Risk Mitigation 
& Corrective 
Action 
Monetization 
Process

ICONO
ICOFS

Presenter
Presentation Notes
A-123 requires integration of ERM and Internal Control Programs.
Why is ERM important:  Radiation war story + program controls have been largely ignored due focus on Appendix A
Explain Diagram


In addition, the Federal Government has a number of complex inter-dependencies with State and local governments, and other recipients of Federal funding. From an ERM perspective, these inter-dependencies are called the “extended enterprise” impacts the Agency’s risk management, and give rise to certain additional risks, which need to be considered in the Agency’s risk profile. Finally, ERM and use of data analytics is an emerging best practice; examples include:

Pre-award Decision Support: Appropriate tools and data analytics made available to Federal awarding agencies to properly conduct risk analysis.

Pre/Post Award Monitoring Plans and Activities: Federal awarding agencies use of relevant data to determine risks and take appropriate action prior to making awards. 

Award Grantee Risk Mitigation: Federal awarding agencies plan for and execute monitoring and mitigation activities meeting their specific needs.

Grant Policy Monitoring Standards: Federal awarding agencies manage grant portfolios using a common set of risk-based standards.
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More Tips for Implementers

 More Hallmarks of an Effective Control System
 Documented 

processes and controls

 Performance plans 
include:
 Process, control, transaction,                                                          

and corrective action 
ownership and performance                                                       
metrics

 Periodic testing of key controls
 Comprehensive corrective action implementation
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Standards and criteria for:
Process narratives
Flowcharts
Evidential Material
Document Hierarchy
Are process, control, and transaction ownership linked to performance plans?
Do performance plans include performance metrics?
Do performance plans document responsibility for risk mitigation and corrective action?
Periodic testing of key controls – The FMFIA and A-123 require the feds to test annually
Comprehensive corrective action implementation, including planning, scheduling, resource allocation, performance metrics and measurement  - to be discussed ion more detail in later slide

Grantees should understand that all these requirements are set in the context of their grant program.  The UG requires that grantees be responsible for controls that may have a material impact on their program. For example, if their expenditures are nearly 100% payroll, then they would be expected to understand the payroll cycle, and the related processes and controls. More complex organizations may need to know the control structure surrounding payroll cycle and procurement, property and equipment, construction, research protocols and regulations ,and so on.
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Entity Level Control Environment:
A Conceptual Framework

Maintain 
Commitment to 

Integrity & Ethics

Maintain             
Ethics Program

Maintain            
Fraud Awareness 

Program

Maintain Asset & 
Information 

Protection Program 

Provide               
Legal Counsel

Organizational 
Integrity & Values

Manage Workforce

Maintain 
Competence

Manage 
Performance

Manage Attrition

Maintain Mission 
Statement & 

Organizational  
Structure

Maintain Mission 
Statement and 

Organizational Design

Maintain Organization 
Chart and Delegations

Organizational Design, 
Process & Risk 
Management

Maintain Well-
Controlled Ops & 
Commitment to 

Mission

Strategic Planning & 
Manage Risk (ERM)

Sustain Stewardship 
(Controls)

Monitor & Measure  
Performance

Maintain Continuity 
of Operations

Maintain General IT 
Controls               

Periodically Test 
COOP

Maintain Effective 
Internal 

Communication

Execute Mission 
Communications

Execute ERM 
Communications

Execute 
Stewardship 

Communications

Execute Workforce 
Development 

Communications

Organizational 
Communication

Maintain Effective 
External 

Communication

Produce Accurate, 
Timely & Reliable 

Financial & Program 
Reports

Meet Regularly 
with Oversight 

Agencies to Discuss 
Performance, 

Finance, & 
Budgetary 

Reporting & 
Internal Control

Manage Attrition

Establishing, documenting, and maintaining a well designed Entity Level Control 
Environment enables CFO’s and other senior agency leaders to stay ahead of the 
curve and support their entity mission as it constantly changes to address evolving 
threats and opportunities. 
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Manage 
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The entity level control environment is sometimes referred to as “setting the tone at the top”. The entity level control environment involves establishing an infrastructure that ensures the organization maintains its focus on a control-oriented culture.

This slide shows a sample entity level control environment, that if executed properly, would pass muster with auditors. It addresses all the principles set forth in the GAO management and evaluation tool.

A few key highlights include:

Strong commitment to ethics and integrity…this is where you would find a grantee’s ethics program, fraud awareness program, drug free workplace program, and so on.
Strategic workforce management involves linking the strategic mission to necessary Human Capital resources.  This is where a grantee would determine the number and types of staffing needed, competency modeling, curriculum and training development, career path development and management, performance planning and measurement, and attrition management.
Maintaining positive communications and relationships with internal and external auditors.
Maintaining an integrated ERM/Internal Controls Program. Program risks can carry a potential monetary cost greater than the most material line item in an organization’s financial statements.  For that reason they need to be identified, a mitigation plan put in place and subject to the same rigor as corrective actions arising out of management auditor control assessments.
Good stewardship means that the org’s processes and key controls are documented and periodically tested.  It also means that there is a configuration management function in place to make sure that documentation keeps up with organizational evolution.
Effective communications are how the message spreads from the “top” throughout the org on matters of mission, integrity, stewardship, and workforce performance, among other issue areas.
Communication includes keeping in regular contact with program and financial officials of your funding agency.
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Well-Defined Processes

 Hallmarks of well-defined processes include:
 Process narratives built on a foundation of:
 Functional decompositions

 Detailed work breakdown 
structures

 Process maps showing
key control points
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Comprehensive process narratives and flowcharts that clearly identify:
Functional decompositions
Detailed Work Breakdown Structure
Process and sub-process 
Process ownership
Control ownership
Transaction ownership
Identify:
Type of data flowing through, accessed by, and produced by the process, including standard reports
The universe of transactions that impact major transaction classes (MTC) and ultimately, financial statement line items
Key controls  & where gaps exist
Compensating controls that will sustain the entity through current audits while remediation is implemented
Local variations in process and controls
Laws, regulations, standards, policies and procedures that govern the process, transactions, and systems
Performance monitoring and measurements related to the processes and controls
Systems and interfaces 
Human capital in terms of staffing skills and levels needed to operate an E2E business cycle
Evidential matter (documentation) required to support transactions and control effectiveness
Transaction posting
Produce or update flowcharts using established conventions with process steps and controls cross referenced to the related narratives
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 More hallmarks of well-defined processes include:
 Identification of:
 Process and transaction owners
 Major transaction classes
 Transaction posting logic
 Inputs and outputs, including type of data flowing through 

process
 Gaps and compensating controls
 Applicable laws, regulations, and policies
 Performance metrics
 Human capital and skill set requirements
 Evidential material (documentation)

 Process flowcharts that use established conventions with 
process steps and controls cross-referenced to the related 
narratives
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Well-Defined Processes Continued…

Presenter
Presentation Notes
Comprehensive process narratives and flowcharts that clearly identify:
Functional decompositions
Detailed Work Breakdown Structure
Process and sub-process 
Process ownership
Control ownership
Transaction ownership
Identify:
Type of data flowing through, accessed by, and produced by the process, including standard reports
The universe of transactions that impact major transaction classes (MTC) and ultimately, financial statement line items
Key controls  & where gaps exist
Compensating controls that will sustain the entity through current audits while remediation is implemented
Local variations in process and controls
Laws, regulations, standards, policies and procedures that govern the process, transactions, and systems
Performance monitoring and measurements related to the processes and controls
Systems and interfaces 
Human capital in terms of staffing skills and levels needed to operate an E2E business cycle
Evidential matter (documentation) required to support transactions and control effectiveness
Transaction posting
Produce or update flowcharts using established conventions with process steps and controls cross referenced to the related narratives
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Well-Defined Controls

 Hallmarks of well-defined key controls include 
identification of:

 Control technique, objective, and risk:
 Objective and risk show linkage to major transaction class or 

risk mitigation

 Financial, system, or management assertion supported:
 Financial—PERCV
 System—CAVR 
 Management—Efficient and effective operations; compliance 

with laws, regulations and policies; safeguarded assets ; and 
timely, accurate and reliable budgetary and program reporting
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Control technique
Expected
Actual
Control objective; Control risk; Control owner
Linkage to MTC & financial statement line item
Financial or management assertion supported
PERCV 
Presentation and Disclosure�Existence and Occurrence – also known as validity�Rights and Obligations�Completeness�Valuation and Allocation
CAVR (automated)
Completeness - All transactions that occurred are entered and accepted for processing�Accuracy - Transactions are recorded at the correct amount, in the appropriate account, on a timely basis in the proper period�Validity - All recorded transactions actually occurred (are real), relate to the �organization, and were approved by designated personnel�Restricted access - Data is protected against un-authorized amendments, its confidentiality is ensured, and physical assets are protected. Every "application control" needs to be mapped to one or more of these information processing objectives.�
What is an Application Control ? 
Application controls are procedures designed to ensure the integrity of the accounting records. �Application controls directly support the control objectives of completeness, accuracy, validity and restricted access, as defined earlier. 
Linkage to process narratives and flowcharts
Frequency
Control type: preventive or detective

Prevent or detect fraud?
Control nature: manual or automated
Identify systems and application(s) related to control execution
Identify application and general IT controls
Identify as key, non-key, or as compensating control
Evidential matter (documentation) showing control operates as intended
Identify performance measures and goals related to control operation 
Identify tests of design and tests of effectiveness
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Well-Defined Controls Continued…

 Hallmarks of well-defined key controls include 
identification of:

 Frequency
 Automated or manual
 Whether the control is designed to prevent or detect fraud
 Compensating control where gaps exist
 Control owner
 Tests of design and effectiveness
 Evidential matter (documentation) required to show control 

operates as intended
 Performance measures and goals related to control operation 
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Control technique
Expected
Actual
Control objective; Control risk; Control owner
Linkage to MTC & financial statement line item
Financial or management assertion supported
PERCV
CAVR (automated)
Compliance w/LRP
Safeguarding
Budget
Linkage to process narratives and flowcharts
Frequency
Control type: preventive or detective

Prevent or detect fraud?
Control nature: manual or automated
Identify systems and application(s) related to control execution
Identify application and general IT controls
Identify as key, non-key, or as compensating control
Evidential matter (documentation) showing control operates as intended
Identify performance measures and goals related to control operation 
Identify tests of design and tests of effectiveness
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Comprehensive Corrective Action

Risk Mitigation & 
Corrective Action 
Monetization Process

 Evaluate Non-monetary 
and Financial Risks of 
Finding

 Score, Rank, Prioritize 
Findings

 Conduct Root Cause 
Analysis

 Determine Cost of 
Solution Alternatives

 Monitor Implementation 
and Sustainment

 Verify & Validate

 Implementing successful mitigations
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 Program Management Improvement and Accountability Act:
 Establishes a leader within each agency that is focused on 

program management.
 Creates an inter-agency Program Management Council to 

drive improvements through portfolio reviews of agency 
programs and encourages communications between agencies 
and program management professionals.

 Requires the development of a specific job category with 
distinct qualification for project managers.

 Requires the federal government to adopt widely-accepted 
program management best practices and standards.

19

Late Breaking News…

Presenter
Presentation Notes
On Sept 22, 2016, The U.S. House of Representatives approved S.1550, the Program Management Improvement and Accountability Act (PMIAA), which will enhance accountability and best practices in project and program management throughout the federal government. The Project Management Institute (PMI) strongly supports this important legislation reforming federal program management policy in four important ways:
Creating a formal job series and career path for program managers in the federal government.
Developing a standards-based program management policy across the federal government.
Recognizing the essential role of executive sponsorship and engagement by designating a senior executive in federal agencies to be responsible for program management policy and strategy.
Sharing knowledge of successful approaches to program management through an interagency council on program management.
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Management at the Transportation Security Administration in a post retirement
reappointment. Jim has developed and provided grants management training and
instruction to professional associations, and Justice and FEMA staff and grantees, including
police attending the FBI National Academy. He is currently providing grant monitoring
support and evaluating the effectiveness of the administration of large Federally funded
research facilities across the globe.

Jim is coauthoring the Grants Management Body of Knowledge (GMBOK) with Ms. Theresa 
Falance, also of KGS, for the National Grants management Association (NGMA).  The GMBOK 
is scheduled for publication early in 2017. Jim has a Masters of Business Administration, and 
is a Certified Internal Control Auditor. 

Contact Information:
jmckay@kforcegov.com
703.638.5640 - cell
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